
 

 

ContentFast, LLC, 1535 Grant Street, Suite 106, Denver, CO 80203 
www.contentfast.com     (888) 317-FAST     

ContentFast and MessageWatcher are trademarks of ContentFast, LLC 

Highlights: 
• E-mail & IM surveillance  
• E-mail & IM archiving 
• Hosted or in-house solutions 
• Quarantine policy-violating e-mails 
• Automatically encrypt emails that 

contain certain words or phrases 
• Quick and easy implementation 
• E-mail server independent 
• High availability 
• Highly secure 
• Reliable, fast access 
• Business Continuity/Disaster Recovery 
• Import old archives or e-mail backups 
• Reduce storage and labor costs 
• Allows data mining / contact mining 
• Online search and retrieval 
• 24x7 availability 
• Single source provider 
• Industry specific solutions available 
• Virus protection 
• Spam filtering 
 
Software: 
• Surveillance of external & internal e-

mail and IM 
• Automatic scanning using open and 

definable rules and policies 
• Scan and view attachments 
• Wizards make setup of rules, policies, 

users and groups fast and easy 
• Accounts can be setup as normal 

users, Group Reviewers, Group 
Administrators, or Account 
Administrators 

• Flexible reporting options 
• Audit trails provide comprehensive 

activity logs 
• Pre- or post- review definable by 

group, user, direction or keyword for e-
mail 

• Route flagged messages based on 
policies 

• Disclaimers can be inserted based on 
content 

• Store comments & notes 
• Monitor multiple languages 
• Scan phrases 
• Recognize words that are phonetically 

similar to keywords 
• Define exclusions based on to, from, 

subject or content 
 

E-mail Compliance Solutions: 
ContentFast’s MessageWatcher software can help your company monitor and 
archive e-mails and instant messages allowing you to become aware of and 
prevent inappropriate or illegal communications by your employees.  The cost of 
not conducting surveillance on electronic communications is high.   
 

• $8.25 million in fines were levied against Salomon Smith Barney, 
Morgan Stanley, Goldman Sachs, Deutsche Bank, and U.S. Bancorp 
Piper for not producing e-mails when requested by regulators. 

• The Securities and Exchange Commission issued an Order in 
connection with the alleged failure of UBS Securities LLC to preserve 
email.  It found that UBS willfully violated Rule 17a-4(b)(4) and UBS 
lacked adequate systems and procedures to ensure preservation of 
emails which resulted in a $2.1 fine for UBS.1    

• Morgan Stanley agreed to pay a $15 million fine to settle a Securities 
and Exchange Commission (SEC) probe into its failure to preserve e-
mails, according to a 10-K filing with the SEC this week. Reports 
indicate this is the highest fine ever imposed by the SEC for such 
behavior.2 

    
Make sure that your employees’ communications do not: 

• Violate industry regulations 
• Disclose company confidential information and trade secrets 
• Violate laws 

 

MessageWatcher software assists with: 
• Regulatory requirement (Sarbanes Oxley, SEC 17a-4, etc.) 
• Lost e-mails 
• Searches for contacts 
• Security issues 
• Harassment prevention 

 
 

“It is important to monitor the implementation of Sabanes-Oxley”, 
  Fed Chairman Bernanke in his monetary policy testimony before Congress 7/20/06 

 

Despite the potential for stiff fines and even jail time, 70% of professionals still 
swipe some form of intellectual property from their bosses, with e-mail being the 
preferred method, as shown below.3  MessageWatcher helps prevent this type of 
activity from happening. 
 

Method of Stealing IP % of Thieves who use it 
Sending documents to a personal e-mail account 53% 
Copying files to a floppy disk 28% 
Burning files to CD 22% 
  

Misappropriated Items Estimated Damages per Theft 
Research & development $404,375
Financial records $356,035
Data from clients & other 3rd-party information $164,706
Customer lists $117,000
Other (strategic plans, mfg. data, etc.) $20,342

                                                 
1 Electronic Discovery Law, July 20, 2005.  UBS Securities to Pay $2.1 Million in Penalties and Fines for Failure to Preserve Email. 
2  SearchStorage.com.  Morgan Stanley feels e-mail archiving pain. By Jo Maitland.  February 15, 2006. 
3 Wired Magazine, September 2004. Page 55. Survey allowed for multiple answers giving over 100% for the total. 
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Importing of Prior 
Emails from: 
• Other archive solutions 
• Microsoft Exchange backups 
• Microsoft Outlook Files 
• Other E-mail Systems 
 
Encryption: 
• Assists in meeting HIPAA 

requirements 
• Assists in meeting Gramm-Leach-

Bliley Act requirements 
• Protects corporate, customer, and 

employee information 
• Benefits customers 
 
Virus Protection: 
• Protects your network and computers 

from harmful viruses 
• Saves company resources from 

being wasted on fixing/preventing 
viruses 

 
Spam Filtering: 
• Reduces number of e-mails traveling 

over your network 
• Increases productivity by decreasing 

time wasted on sorting through e-
mails 

• Protects e-mail users from offensive 
material  

• Reduces cost of archiving e-mail by 
eliminating storage of spam 

 
E-mail Hosting: 
• Exchange 
• POP3 
• IMAP 
• Web Mail 
 
Custom Compliance 
Solutions: 
• Custom software for your firm 
• Basic to advanced 
• Database integration available 

 
In addition to protecting intellectual property, MessageWatcher software allows you 
to find lost e-mails, search for e-mails sent to potential clients or partners and 
proactively monitor suspicious e-mails to mitigate liability for harassment suits and 
security breaches.   
 

 
MessageWatcher can scan over 50 types of attachments. 

 
 
Compliance 
Chances are your company is subject to regulatory requirements or industry 
standards that require your company to archive and possibly monitor electronic 
communications.  
 

In addition to NASD and SEC audits, e-mail and instant messages are now 
becoming commonplace in discovery requests in corporate lawsuits.  E-mail and 
instant message archival and retrieval should be a process that withstands these 
audits and discovery requests similar to corporate paper records and other 
corporate electronic documents.  Not complying properly may expose the 
corporation and its officers to penalties, fines as well as legal consequences such 
as destruction of evidence charges and adverse judgments.  
 

Up to 70% of business-critical information may be in an 
organization’s corporate messaging system.4  

 

Hosted or In-house? 
ContentFast offers software and installation services for companies wishing to run 
MessageWatcher on their own infrastructure.   
 
If your company would like to outsource e-mail archiving and surveillance, as well 
as any of the other services listed below, ContentFast can implement and operate 
the service in a fully hosted environment. 
 
 

While organizations back up messaging systems to tape on a regular 
basis, only one in seven have implemented an active, accessible 

archiving system.5 

Other Services 
ContentFast also offers a suite of technology related solutions including: 

• Importing of old emails from archives, backups or current email files 
• Encryption 
• Groupware 
• Virus Protection 
• Spam Filtering 
• Custom Compliance Solutions 

o Mutual Fund Compliance 
o Employee Trading Compliance 
o SEC Database Filtering and Reporting 

 

Contact us today at 888-317-FAST
                                                                                                                                                                      
4 The Enterprise Storage Group. 
5 Osterman Research, Inc. 2003 survey. 
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E-mail & Instant Messaging FAQ’s: 
Frequently Asked Questions 
1.   Why does my firm need to archive and monitor e-mails and instant messages? 
Answer:  Archiving provides a fast and easy way to enable users, compliance officers, auditors, and management to access 
all e-mails from a single database with an easy to use interface.  The archive can assist with lost e-mails, audits, electronic 
discovery related to lawsuits.  Plus, numerous regulations exist related to the retention of electronic communications.   
 
Surveillance is necessary to mitigate the risk posed by e-mails.  E-mails are often the “smoking gun” in lawsuits so by 
showing that your company proactively monitored and quarantined e-mails in an effort to prevent harassment, sexual 
harassment, workplace violence, and regulatory violations, you are minimizing the risk of being sued.  Should a lawsuit 
against your company occur, your company can show a good faith effort on the company’s part to prevent those types of 
things from occurring.  
 
2.  What are the compliance issues revolving around e-mail? 
Answer:  In addition to SEC rulings, there are different regulations in different industries, such as HIPAA, Sarbanes-Oxley, 
and Gramm-Leach-Bliley. 
 
SARBANES-OXLEY ACT - The Sarbanes-Oxley Act, enacted in July 2002, applies to all public companies in the U.S. and 
creates new data retention policies and outlaws changing or destroying financial records.  Section 404 of SarbOx, holds 
CEOs and CFOs accountable for the accuracy of financial statements. 
 
GRAMM-LEACH-BLILEY ACT - Under GLBA, financial institutions, including banks, have a mandate to secure private 
customer data. They must implement a comprehensive, written information security program with administrative, technical 
and physical safeguards for customer information.  E-mail surveillance helps keep track of those safeguards and allows 
financial institutions to minimize or eliminate security breaches. 
 
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT - Under HIPAA, organizations must guard PHI 
(protected health information) and implement policies and procedures to archive communications between patients and 
providers.  MessageWatcher provides an easy to use, scalable, inexpensive way to archive those e-mails. 
 
SEC 17a-4; NASD 3010/3110 - These rules for broker-dealers and securities cover retention cover securities firms, stock 
brokerage firms, and any financial institutions that deal in the trading of securities of any type.  These rules require archiving 
of electronic communication to non-rewriteable storage, and require fast retrieval and viewing of the information in the 
archive.  In addition, if you are a Registered Investment Adviser, Section 204 of the Advisers Act of 1940 requires 
investment advisers to comply with the Investment Advisers Act of 1940 ("Advisers Act") and the rules thereunder including 
producing the books and records upon the request of the Commission's examination staff.  The Commission's examination 
staff conducts examinations of registered advisers to determine: 1) if advisers are conducting their activities in accordance 
with the law and disclosures made to clients; and 2) whether they have adequate systems and procedures in place to 
ensure that their operations are in compliance with the law.  Archiving e-mails and instant messages allows advisers to 
show that they have compliance systems and procedures in place. 
 
USA PATRIOT ACT - Banks must implement Customer Identification Programs (CIP) that use "reasonable procedures" to 
defend against the use of the financial system by terrorist organizations. Banks must now verify new accountholders, 
maintain records, including e-mails, of the information used to verify identity at the time, and screen new customers against 
a watch list of known and suspected terrorists.  
 
REGULATION RENTENTION PENALTIES 

SEC 17a-3 and 
17a-4 

Broker/Dealers must retain records for up to 7 
years. 

Determined on a case by case 
basis. 

Gramm-Leach-
Bliley Act 

Companies must ensure security and confidentiality 
of customer data. 

Fines up to $500,000, imprisonment 
up to 10 years. 

HIPAA Members of health care industry must retain patient 
information for 6 years. 

Fines up to $250,000, imprisonment 
up to 10 years. 

Sarbanes-Oxley Accounting firms that audit publicly traded 
companies must retain all related documents for 7 
years after audit. 

Fines up to $5 million, imprisonment 
up to 20 years. 
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3. Can’t we just write all e-mails to CD-ROMs or tapes in the IT department? 
Answer:  Backing-up to tape or disk is technically relatively easy to accomplish. But restoring and viewing a single e-mail or 
set of e-mails from or to a specific e-mail address or domain, across many years of data, can be nearly impossible.  Most 
backup & restore solutions do not offer file level retrieval, according to some studies less than 50% of corporate IT staffs’ 
restore attempts are successful, on top of that – e-mails and instant messages add further complexity. 
 
4.  Couldn’t we just save e-mails on corporate e-mail servers by adding more storage and performing regular backups? 
Answer:  Backing up an e-mail server, at a given point in time, does not save all of your e-mails. If backups are done nightly, 
an e-mail that is sent and deleted during the same day will not be backed up. In addition, adding more storage leads to 
rising costs and increased retrieval difficulty and performance problems for mail servers. If the backups are done on a 
corporate mail server, they are backed up in a proprietary format and new releases of mail server software and changing 
mail server vendors will affect the ability to restore the e-mail. Imagine trying to retrieve all documents from a given 
employee for the past year by loading all of that employee’s e-mail from every nightly backup tape. 
  
5. How does MessageWatcher help with the problems of storing and retrieving e-mails? 
Answer:  The MessageWatcher e-mail & instant messaging compliance solution is an easy to implement, highly scalable, 
reliable and secure way to ensure long-term storage with on-line, real-time search and retrieval capabilities. 
 
6. What does the customer have to do to set this up? 
Answer:  There is no special software or equipment to install or configure. Your e-mail administrator will work with the 
ContentFast team for a few hours to ensure that proper routing of e-mails is established. 
 
7. How do I look at the e-mails I’ve stored?  
Answer:  Using the ContentFast web site, via a standard web browser, the user can view or filter e-mails using a set of 
search criteria.  Search results are available on-line within seconds. When the required message is found, the original 
version—with all of its delivery information and attachments, can be viewed, printed or saved locally.   The search function 
allows flexible search options such as retrieving e-mails across specific date ranges, using wildcard character search to look 
for specific words within subject lines, and looking for all e-mails from a specific domain (e.g., earthlink.net). 
 
8. How scalable are the services? 
Answer:  The ContentFast solutions are highly scalable without using up your corporate IT resources.  ContentFast’s hosted 
solution means we scale with your needs allowing your company to avoid large investments in infrastructure to manage 
anticipated growth. 
 
9. How fast will I be able to retrieve an archived document? 
Answer:  Usually within seconds.  Since this is a web-based presentment application, the speed of presentment to the user 
is affected by the speed of their connection to the Internet.  
 
10. What about the issue of security and the Internet? 
Answer:  User Security: User access is controlled with user ID and password authentication. Document access is controlled 
using access filters against specific index values. Unauthorized users are disallowed and flexible password rules can control 
lockouts. Monitoring software also detects and prevents unauthorized access to the web server. 
Data Security: Our web servers use SSL (Secure Socket Layer) a commonly used protocol for managing the security of a 
message transmission on the Internet using public and private keys and 128-bit encryption technology. Firewalls prevent 
unauthorized access to the back-end database server and document storage.  
Physical Security: Security policies and procedures for prohibiting unauthorized access into secure areas, including 
transport and access operations, network operations and data center operations. 
 
11.  How is your solution priced? 
Answer:  ContentFast offers the solution via a software license, through a hosted service, or via the sale of an appliance 
which is a server with MessageWatcher functionality.   
For the software licenses there is a monthly fee.  For the hosted solutions there is usually a small set-up fee, after that your 
company is charged a monthly fee based on the number or users and the total number of GBs stored.  For the appliance 
there is a one-time fee plus an annual maintenance fee or you can spread the MessageWatcher license fees over the term 
of a contract. 
 
12. What do I need on my desktop? 
Answer:  To retrieve and view e-mail and instant messages and to access the spam filter you only need an Internet browser. 
 
13. How reliable is your infrastructure? 
Answer:  ContentFast continually monitors systems and components to ensure the utmost availability for the entire delivery 
chain. This includes data transport and access, network operations, data center operations, application support and 
business integration.  We have completely redundant infrastructure and carrier access. 
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14.  How will MessageWatcher save my firm money? 
Answer:  We recently helped a client who was being audited by the NASD.  With several years of data on backup tapes they 
needed a method of retrieving specific e-mails as the NASD requests came in.  Our solution is able to retrieve e-mails for 
such requests in seconds.  This resulted in the client saving thousands of dollars that would otherwise have been spent on 
labor, equipment and software.  Call us and let us show you how we can save your firm money. 
 
15.  What types of email are supported with your software? 
Answer: Exchange, PST, IMAP, POP3.  MessageWatcher can work with any email systems including Yahoo! Email. 
 
16.  How do you minimize data storage utilization? 
Answer:  MessageWatcher uses single instance store for all messages and for all parts of the message.  The single 
instance store is at a sub-message level.    
 
17.  Can you import old email files into MessageWatcher? 
Answer:  We can import files from almost any source including disk and tape for other email and email archiving systems. 
 
18.  What type of search capabilities do you provide? 
Answer:  Through the MessageWatcher search screen you can search by all email fields including headers, to, from, body, 
attachments, date, etc.  You can use inclusive as well as exclusive phrases.  And you can search by attachment name, text 
or type. 
 
19.  Can you exclude a customer’s email disclaimer or email footer?   
Answer:  Company disclaimers or footers are easily excluded so as not to flag every email if the disclaimer has a policy 
violation within it.  
 
20.  How do you handle compression? 
Answer:  On top of the single instance storage our software compresses the data allowing our partners and customers, as 
well as ourselves, to minimize data storage hardware requirements. 
 
21.   What are you using for Instant Messaging archiving? 
Answer:  We use the MessageWatcher software which packages IM conversations as emails and stores them in the same 
database so you only have to search one database.  Our IM client interacts with other IM clients like Yahoo, AOL Instant 
Messaging, and Windows Messenger.  
 
22.  Do you have any API’s or reporting output to drive functions to gather information for reporting purposes? 
Answer:  One of our best features is our reporting tool on the admin interface.  We can do XML, PDF, XLS, CSV etc. APIs 
are accessible through Java.   
 
23.  Do you scan images?   
Answer:  We can flag any image file and we can create a thumbnail screen to allow the human eye to quickly catch porn or 
other categories of images.  We could put an OCR tool in place to pull text out.   
 
24.  Do you scan .wav files? 
Answer:  We do not currently scan .wav files for policy violations; however, we can flag all emails with audio files, just like 
we can do with pictures. 
 
25.  What type of supervision capability does MessageWatcher offer? 
Answer:  We do PRE and POST review.  In the pre-review scenario we could quarantine a message or let it pass through.   
We have the ability to provide supervisory only in POST review situation for IM. 
 
26.  How is an administrator notified of a flagged email? 
Answer:  MessageWatcher can email the administrator when a message is flagged or the administrator can change the 
settings so he is only notified once he logs into the web tool. 
 
27.  Do you have load balancing? 
Answer:  We have load balancing in-between the SMTP engine, proxy servers and one in front of the multiple archives. 
 
28.  What OS are you using for you hosted solution? 
Answer:  We are using a version of Linux using the Reiser File System but the software will run on any operating system 
that supports a JAVA runtime environment. 


